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1. Features  

smartDEN IP-WatchDog is network (LAN/WAN) device which can monitor up to 
16 remote hosts' (PC, routers, switches, cameras...) availability. If an unresponsive 
host is detected, the module reboots it automatically. 

 

¶ 10 Mb Ethernet interface with Link/Activity Led; 

¶ Auto-MDIX; 

¶ 16 independent channels; 

¶ SPDT Relay for every channel (NO,C,NC); 

¶ Led for each relay; 

¶ Four testing modes available for each channel: 
o Incoming PING; 
o Outgoing PING; 
o Incoming HTTP; 
o Outgoing HTTP; 

¶ Three possible hardware connection ways: 
o In parallel of the device "Reset" button; 
o In parallel of the device "Power ON/OFF" button; 
o In sequence of the device power supply cable; 

¶ Fully configurable sequence of testing and rebooting; 

¶ Two modes for every channel: 
o Auto-Reboot mode; 
o General Purpose mode (ON/OFF); 

¶ Built-in hardware Real Time Clock (RTC); 

¶ Web server with secure login authorization; 

¶ Secure HTTP/XML/JSON API protocols for integration; 

¶ Supported protocols: ARP, IP, ICMP (ping), DHCP, DNS; 

¶ Access protection (by IP and MAC address); 

¶ Option for relays states saving and loading on reset; 

¶ Free Android application for monitoring and control. 
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2. Application examples 

2.1. Monitoring / restarting computer (PC) farms 

 
Figure 1. Monitoring / restarting computer (PC) farms 

 
 

¶ smartDEN IP-WatchDog sends PING request to up to 16 computers 
periodically; 

¶ If a reply is not received within the stated timeframe a reboot will be 
performed; 

¶ The procedure is fully automated and no additional software/hardware/human 
action is needed; 

¶ Operator can monitor computer state and perform reboot sequence at any 
time manually as well. 
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2.2. Monitoring / restarting network equipment 

 
Figure 2. Monitoring / restarting network equipment 

 

¶ smartDEN IP-WatchDog monitors the webserver of the remote host (IP 
Camera for example) via sending HTTP GET requests periodically; 

¶ If a reply is not received within the stated timeframe a reboot will be 
performed; 

¶ The procedure is fully automated and no additional software/hardware/human 
action is needed; 

¶ Operator can monitor computer state and perform reboot sequence at any 
time manually as well; 

¶ Up to 16 network devices can be monitored and rebooted. 
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2.3. Internet connection checking 

 
Figure 3. Internet connection checking 

 
¶ smartDEN IP-WatchDog sends HTTP GET request to web server; 

¶ If a reply is not received within the stated timeframe a reboot of the router will 
be performed; 

¶ The procedure is fully automated and no additional software/hardware/human 
action is needed; 

¶ Operator can monitor computer state and perform reboot sequence at any 
time manually as well. 

 



  smartDEN IP-WatchDog User Manual 

06 Aug 2017 

 
-7-  

 

3. Technical parameters 

Table 1. Technical parameters 

Parameter Value 
Box size, mm 210 x 85 x 58 
Box weight, g 420 
Power supply voltage,VDC 12 or 24 (depends on the model) Ñ2 
Maximum current consumption at 12VDC 
(when all relays are ON), mA 

600 

Maximum current consumption at 24VDC 
(when all relays are ON), mA 

400 

Operating temperature, ÁC 0 to 70 
Relays maximum switchable current / 
voltage 

10A / 250VAC, 15A / 120VAC, 10A / 
28VDC 
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4. Connectors, ports and led indicators 

Bellow is shown a picture with the device connectors, ports and led indicators. 

 
Figure 4. Device overview 

5. Installation 

¶ This device must be installed by qualified personnel; 

¶ This device must not be installed directly outdoors; 

¶ Installation consists of mounting the device, connecting to an IP network, 
connecting the relays, providing power and configuring via a web browser. 
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5.1. Box mounting 

 
Figure 5. Mounting the device to DIN rail 

 
smartDEN IP-WatchDog can be mounted to a standard (35mm by 7.55mm) DIN 

rail. Attach the module to the DIN rail by hooking the hook on the back of the 
enclosure to the DIN rail and then snap the bottom hook into place. 
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5.2. Power supply 

 
Figure 6. smartDEN IP-WatchDog power supply 

 
Depending on the selected model during purchase the power supply source for 

smartDEN IP-WatchDog must be with voltage either 12VDC or  24VDC stabilized 
and filtered. After power on, the power led must be on and Led1 indicator must start 
blinking in 5 seconds which means the controller is running normally. 

 

 
Figure 7. Connecting a LAN cable 

 

 Please keep the polarity and supply voltage range! 

 

 smartDEN IP-WatchDog does not accept AC supply voltage. It is highly 
recommended to check the power supply source parameters before supply 
the module. 

 

 The power supply equipment shall be resistant to short circuit and 
overload in secondary circuit. 

 

 When in use, do not place the equipment so that it is difficult to disconnect 
the device from the power supply. 
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5.3. Connection with the monitored device 

smartDEN IP-WatchDog has 16 SPDT relays channels with parameters specified 
in the technical parameters section. Every relay channel has normally open (NO) and 
normally closed (NC) contacts connected directly to the terminals. Please refer to 
Appendix 1 for settings. 

5.3.1. In parallel of the device "Reset" button 

 
Figure 8. Connection with "Reset" button 

5.3.2. In parallel of the device "Power ON/OFF" button 

 
Figure 9. Connection with "Power" button 

5.3.3. In sequence of the device power supply cable 

 
Figure 10. Connection with ip camera power supply 
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Figure 11. Connection with router power supply 

 

 
Figure 12. Connection with computer power supply 

 
 
 


